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1 (:r()ss-ri:fkrfn( r to rfj.atfd applk ations 

2 This application claims priority iVoni li.S. Provisional Patent Application Serial 

3 No. 60/03 1 ,424. entitled "Web Site Copy Protection System and Method", filed Nin^ember 

4 21, 1 W6. The disclosure of that provisional patent application is incorporated herein b\- 

5 relerence in its entirety. 

6 BACKGROI NI) OF THE INVENTION 

7 1. l echnical Field 

S The present invention pertains to computer systems Ibr protcctine web sites or other 

9 works in computer readable form from unautlu)ri/ed access and/or reproduction. In 

10 particular, the present invention is directed toward a computer system for enabling only 

1 1 licensed end-users to access protected material of an internet web site wherein the 

1 2 computer system may automatically present licensing terms to an unlicensed end-user and 

1 3 grant a license to the unlicensed end-user upon the unlicensed end-user's acceptance of the 

1 4 licensing terms. 

1 5 2. Discussion of the State of the Art 

16 lirielly. the growth of the World Widr Web {herein referred to as the Web) has 

1 7 been an unprecedented event in the hislor\* of computers and telecommunications. Internet 

I S traffic has increased iVom live terabytes (i.e.. lera represents 10' ' or one trillion) a day in 

1 ^> tile fall of 1 W4 to 250 terabytes a day in the summer of 1 W6. Turther. personal computer 

20 sales will stirpa.ss television sales in tlie United Stales for the first time in 19%. while data 

2 1 telecommunications traffic will similarly overtake voice traffic. Most of these events can 

22 be attributed to the urowth i^f the Internet and the Web. 
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Allhouuli ihc VVcb is a woiidcrliil LMivironmciii lo iransacl business and disscniinalc 
iniomiation. ihcrc arc a number of disadvantages thai make ii unallraelive. Specificalij . 
there is lypically no provision on the Inierneu and die Web in particular, to protect material 
from being indiscriminateK copied and reproduced with impunity. Since the act of 
iransrening Hies from one computer to another via the Internet involves essentially exact 
reproduction of the material, it is difilcult to protect that material from unauihori/ed use. 
Although copyright protection may assist in deterring the unauihori/.ed reproduction of 
material, the computer industry has been restricted in enforcing copyrights in certain 
situations: for example, it is lawful lo reproduce material for purposes of back-ups (i.e.. 
saving the material in case of data loss due to computer or memory failure), further, the 
Internet enlarges the protection problem because of its worldwide nature and the fact that 
the Internet is designed based in part on the concept of iree reproduction. Currently, the 
soiiware industry believes that the ratio of unauthorized reproductions to authorized 
reproductions is approximately five lo one. 

Iypicall\ , a web site includes various types ol' works, sucb as text, images, art 
work, audio and video, fhesc works are generall\ eligible for copyright registration with 
the appropriate authorit\ (e.g.. the Copyright Office) wherein the copyright for the works 
automatically exists upon their creation, and registration ol lhc work with the appropriate 
authi)rity (e.g., the Copyright Ofilce) enables the copyright or web site owner U) enlorce 
the copyright. Although each web site work, and the entire web site itseli'. may be 
protected by copyright, procedures are lypically required to assist in enforcing the 
copyright. l*or example, industry has utilized copy protection techniques wherein these 
techniques prohibit unauthorized reproduction of protected material, but do not provide 
additional legal protection (e.g.. a contract or licen.se) to enhance the copvright owners* 
enforcement of their rights. However, the existence c^f a license does noi Liuarantee 



4 

1 absolute prolcciion since certain licenses, such as shrink wrap licenses {i.e., licenses 

2 primed on packaging or displayed b\- software), may he unenforceable due to the (act that 

3 the license is olien ignored and not read by parties utilizing the protected material. 

4 Therelbre. the present invention is directed toward providing enhanced protection of a ueb 

5 site or other work in computer readable fomi against unauthorized reproductions, hi 
particular, the present invention permits only licensed end-u.sers to access protected ueb 

7 site material, automatically presents licensing terms to an unlicensed end-user and grants 

8 a license to the unlicen.sed end-user upon the unlicensed end-users acceptance of the 
licensing terms. I'urlher, the present invention pnnides a copying utility U) licensed end- 

10 users for selective reproduction of protected web site material. The copying utility 

1 1 functions in tandem with web site protection utilities as described below to ensure that only 

12 appropriate web site material is accessed by licensed end-users, thereby protecting a web 

1 3 site from unauthorized or unlicen.sed access and/or reproductions. 

14 OIMIX I S AM) Sl'MMARV OF THF INV FNTION 

1-"^ Accordingly, it is an object of the present inwntion to .selectively protect 

16 components of a web site or other work in computer readable form from unauthorized 

1 7 access and.'or reproduction. 

1*^ It is another t>bteci oi* the present invention u> selectively grant licen.ses for 

1*^ authorized access and/or reproduction of protected components of a web site or other work 

20 in computer readable form. 

21 Yei another object of the present inventi()n is to ensure comprehension and 

22 acceptance oflicen.se agreement terms by unlicen.sed end-users such that licenses mav be 
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granted to authoii/c the imliccnsal cnd-uscis to access and/or reproduce protected 
components of a web site or t)ther work in eonipiiier readable lorm. 

Tlie aforesaid objects are acliieved individually and in combination, and it is not 
intended that the present invention be construed as requiring two or more of the objects to 
be combined unless express!)- required by the claims attached hereto. 

According to the present invention, a cop> protection system .selectively pri>lects 
components of a web site or other work in computer readable form by limiting access 
and/or reproduction of protected components lo liceased or authorized end-users. 
Specilically. the copy pri)tection .system includes a copy protection .system .server (e.u.. a 
computer system that .services client requests) having site examination server .software iuul 
licensing software, and end-user computer systems each associated with a corresponding 
end-user. The copy protection system server. \ia site examination server software, 
identilles web site components and provides protection lo identified web site components 
.selected by a web site owner, while licensing software enables the copy protection system 
■server to grant licenses that authori/e end-users to access atul/or reproduce web site 
components protected by the copy protection system. A licensed end-user may downh)ad 
sne copying software to an a.ssociated end-user computer s\ steni from the copy protection 
.system server wherein the end-user computer sN siem. \ ia site copying software, interacts 
with the copy protection system serxer to enable the licensed end-user lo access and/or 
reproduce protected web site comptinents. 

Initially, the web site owner enters information relating to a web site the owner 
desires lo protect (e.g., the uniform resource locator (I iRl.) of the web site) into a copy 
protection .system web site residing on the copy protection system server. The infomiaiion 
relatnig to the owner web site ma\ be eniereil into the copy protection s\ stem web site via 
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1 an internet browser residing on a web site owner eoniputer system. The copy protection 

2 system server subsequently retrieves (iles associated with the owner web site based on llie 

3 entered information and examines that web site to ascertain the web site structure and to 

4 identily individual web site components. The web site owner, via the copy protection 
> system web site and server, sel'^ns identified web site components for copy protection and 

6 designates a level of protection desired for each selected web site component. Special tags 

7 or codes are inserted by the copy protection system serxer within web site (lies associated 

8 uith the owner web site to indicate the web site components selected for protection. A 

9 pennission table is constructed for each web site protected by the copy protection svsiem 
10 to store the protection status of web site components and authorized access inf<>rmalion 
1 J (t.\g.. codes indicating whether or not an end-user pos.sesses a license), i'he permission 

12 table is utilized by the copy protection system to determine whether or not an end-user 

13 possesses a license authorizing the end-user to access and/or reproduce a protected web 

14 site. 

response to an attempt by an unlicensed end-user to access a protected web site. 

• tli»-' unlicensed end-aser is linked ( i.e.. transferred) to the copy protection system web site 

17 wherein the unlicensed end-user may obtain a license for authorized access and/or 

1 8 reproduction of protected web site components. SpecificalK , the copy protection system 
1 ^> server displays licensing agreement terms to the unlicensed end-user wherein clarification 

20 pages relating to and explaining the license agreement terms may further be displayed in 

21 response to an indication that the unlicensed end-user does not understand a displayed 

22 licensing agreement temi. Subsequent to reviewing the license agreement terms and/or 

23 associated clarification pages, the unlicensed end-user must pass an on-line test or quiz 

24 administered by the copy protection system server in order to obtain the license. The copy 
2> protection system server examines test answers and grants the license to the unlicen.sed 

SUBSTITUTE SHEET (injlE26y 
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1 ciKl-uscr in response lo a coireel answer ior each lest question. 1 lovvever, il'iest questions 

2 are answered incorrectly, tlie copy protection s> stem serv er displays clarillcation pages for 
licensing agreement terms associated with each incorrectly answered test question. After 

4 the unlicensed end-u.ser reviews the license agreement terms and ciarificaiion pages 

relating to incorrectly answered test questions, a modilled on-line test or qui/, is 

6 administered to the unlicensed end-user by the copy protection system server. The 

7 unlicensed end-user must pass the modified test hy correctly answering each test question 
X in order to obtain the license. Ahernaiivel\-. the test or qui/ may be administered \ ia i'a.x, 

telephone, mail or in any other suitable manner wherein lest answers may be graded by an 
external device (e.g.. character or other type of reader). 

1 1 Upon granting a license to an unlicensed end-user, the copy protection .system 

12 ser\'er modifies or places a special code within a cookie file (i.e. a file containing end-u.ser 

1 3 inibnmtion associated with an end-user internet browser) a.s.sociated with the end-user to 

14 indicate that the end-user possesses a license, f urther, site copying software may be 
l."> downU)aded by a licensed end-user to an a.ssociaied end-user computer system from the 

copy protection system ser\ er to enable tlie end-user computer system lo access and/or 



0 
10 



1 7 reproduce protected web site components. The cop\ protectitin system, via site copying 

1 8 sottware and site examination server .software, verifies the information contained within 
1*> the end-u.ser cookie file against the infortiuition contained within the permission table 

20 associated with the protected web site to enable the licen.sed end-user to access and/or 

21 reproduce protected web site components in accordance with access privileges granted lo 
the end-user by the license. If the end-user does not obtain a iicen.se. ihe copy protection 
sy.siom enables the unlicensed end-user to access only unprotected web site components. 
1 hus. the copy protection system enables web site owners \o selecli\ eiy delennine web site 



^1 
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1 components lo be accessed and/or reproduced, iherehv preventing unaullu)ri/ed 

2 reproduction of tlic^se web site components. 

^1^^^^^^* i"^<J '^till turiher objects, features and advantages ofthe present in\enlion 

4 will become apparent upon consideration oCthe following detailed description of a specilic 

5 embodiment thereof, particularly when taken in conjunction with the acconipanvinu 

6 drawings wherein hke reference numerals in the \ arious llgures are utilized lo designate 

7 like components. 

^ BRIEF DFsr RIPTION ()l I IH: i)R VWINCS 

• is a view in perspective of an exemplary computer system employed by the 
10 present invention. 

' ' ''ii^- 2 is a functional block diagram of protected web sites, pennission tables and 

12 site copying soiUvare illustrating the manner in whicii permission tables are utilized l<> 

1 3 determine end-user access rights for protected web site material according lo the present 

14 invention. 

1 ^ Pig. 3 is a block diagram of fCIVlP protocol layers. 

'^^ f'iy- ^ i-^ hlock diagram of an exemplary hierarchical structure of a web site. 

' ic^- ^ i»>^ exemplary HTML file containing tags (i.e.. web site formatting 
1^ in.structions) lor generating a web site page. 

'^^ l*'^*'^- <'> - comprise a procedural llt>w chart illustrating (he manner in which the 

20 ct>py protection computer system grants licenses to end-u.sers and enables only licensed 

end-users to access protected web site components according lo the present invention. 
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<> 

1 l-ig. 1 1 is a syslciu How chart illustrating the manner in uiiich the copy protection 

2 computer system determines that an end-user is authorized U) access protected web sites 

3 acci>rding to the present invention. 

4 I'ig, 12 is a Mow diagram illustrating the manner in which the copy protection 
^ computer system verities end-user understanding oflicense terms before granting a license 

6 according io the present invention. 

7 DESCRIPTION OFTIIF PRKFKUUI I) RMUODfMFNTS 

X An exemplary computer system employed by the present invention tor 

implementing web site copy protection is illustrated in Fig. 1. Specifically, computer 
system 61 is a conventional IBM-compatible or other type of personal computer preferably 

1 1 equipped with a monitor 63. base 65 (i.e.. including the processor, memories, and internal 

12 or external communication devices or modems), keyboard M and mouse 67. The copy 

1 3 protection system (CPS) typically includes a plurality of computer .systems 61 (e.g.. a copv 

14 protection system ser\ er or a third parly server, a web site owner computer system and an 
end-u.ser computer system), each computer system including a different portion of cop\ 

1 6 protection software. Specilkally. the copy protection .system utilizes software that includes 

1 7 independent but related components, namely site examination server software, site copving 
software and licensing software. The site examination server .software preterably resides 
on the copy protection system server (e.g.. a computer system that services client requests) 

20 and ascertains the protected web site structure, while site copying software is typicall\ 

21 dt)wnloaded from the copy protection system serxer onto an end-user computer svsiem io 

22 facilitate selective copying of protected web site material as described below. Tlie 

23 licensing soi'iware typically resides on the copy jiroteciion system server and grants end- 



19 
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1 users licenses lo access protected weh site material as described below. Alternatively, siie 

2 cxaniinalion server software may reside on a computer system server of a third party 
possessing a license for site examination server sol'iware. or on a web site owner computer 

4 system (i.e., a client version of the site examination serv er software residinu on the web 

5 site owner computer system). The site copying software enables selecii\ e reproduction of 

6 web site material and works in conjunctioti with the site examination server software 

7 similar in relation lo a client-server application (i.e., an application where a computer 
X system or server processes requests from several client or end-user computer systems). 

fhe site copying software is designed to function as a helper application or "plug-in" (i.e., 
software that extends the basic features of a software package ;nid functions as though it 

1 1 is part of that package) to internet browsers, such as Netscape. Mosaic. Internet l*xplorer 

1 2 or other browser. However, the site copying software may also be a stand-alone program. 

1 3 or software developed by third parties having a licen.se lo develop such software. The site 

14 examination server software examines a web site and constructs a permission table to 
1 define access schemes for web site components based on web site owner preferences, l-ach 

protected web site is processed by the site examination server soliware lo construct 

17 individual permission tables for use by the site copying software as illustrated in I'ig. 2. 

1 8 The site copying software may be in the form of a stand-alone program 96. a "plug-in" 97 
'^^ iiii internet browser, or a third parly copying utility 9S. Specifically, the site examination 
20 ser\'er software con.structs individual permission tables 95 for each protected web site 90. 
- • ^^2, 94. Ilach pennission table typically includes infoniialion relating to end-users licensed 

for a respective web site and the protection afforded lo the respective web site components. 
2} When an end-u.ser visits a protected web site 90. 92. 94 and desires local copies of web 

24 site material, the site copying software 96 (e.g.. a stand-alone version). 97 (e.g.. a plug-in 
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version ). or 08 (e.g., third parly st>i\vvarc) resident on tlie end-tiser a^nipitier system lUili/.es 
permission tables 95 to determine end-user aeeess rights and eorresponding web site 
eomponents to eopy to the end-user eompuier system based on the heense and proteeiion 
information contained in the table. When the end-user does not possess a lieense. 
permission tables 95 either permit access to only unprotected web site components, or 
totally deny access to the web site when all web site components are protected. 

l-ach computer system may utilize any oi the major platforms or operating s\ stents, 
such as Windows. Macintosli, Unix or OSZ. I'unher. the ct)mputer systems containing the 
sue exammaiion server software (e.g., the copy proiectit>n system server or third par!> 
server, or the web site owner computer system) and licensing software (e.g.. the copv 
protection .system server) preferably include at a minimum an Intel 80486 or compatible 
proces.sor. eight megabytes of RAM. and suflicient disk storage (e.g.. hard drive) to store 
at least ten megabytes of data and web browser software. Ihe computer s\:stem containing 
the site copying software (e.g.. the end-u.ser computer system) is sub.stantially similar to 
the computer system containing the site examining server st^flware and licensing software 
described above except that the computer sy.siem containing the site copvini: sol'iware 
requires suflicient disk .storage (i.e.. hard drive) to store at least one megabyte of data and 
web browser software. Moreover, the end-aser of the computer system containing the site 
a>p\ ing software controls the allocation ofdi.sk storage used for local copies of protected 
web site material. 

Tiie copy protection .system assists web site owners in protecting their web sites 
from unauthorized reproduction. I'he main system concept is to enable an end-user to 
locally reproduce web site material in a manner that is satisfactory to the web site owner. 
Ihe copy protection system provides a special web site copying utility (i.e.. the site 
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copying sollwarc described above) lo the end-user lor enabling the entl-user lo produce 
legilimale copies of web site material after the end-user agrees to be bound by a systen) 
generated license. The use of otber copying facilities is generally outside tlie sc(»pe t)f the 
license and is proliibiled unless specilically approved by the copy protection system 
provider, i'he following steps outline the manner in which web site material is protected. 

1. Material on the web site is protected by copyright (i.e.. upon creation of the 
material and preferably registered with the appropriate auihoritv (e.g.. the 
Copyright Office)). 

2. A web site (wvner enters a web site into the copy protectit>n svstem. 

3. The web site is modified by the copy protection system (i.e.. via the site 
examination server .software described above) to permit web site access by 
authorized end-users. 

4. An end-user attempts to access the protected web site. 

4. 1 The end-user is infoniied by the copy protection .system (i.e.. \ ia the 
licensing software described above) of tiie terms atul ctMidilions iov 
accessing tlie site and the fact that site access includes the use t)f 
copyrighted ct>pying .software (i.e.. the site copying software described 
above) registered with the appropriate authority (e.g.. the Copyright 
on ice). 

4.2 The end-u.ser agrees to the terms and conditions of web site access 
and indicates acceptance of the terms either on-line, or by telephone, fax or 
mail. 

4.3 The end-user downloads free copying software (e.g.. the site 
copying software described abtue) to the end-user computer system. 
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4.4 The cnd-iiscr accesses vveh siie iniormaiion. 
5. An unauthorized end-user reprt>duces prcnected web site material. 

5. 1 The unauthori/ed end-user is discovered. 

5.2 1 he unauthori/ed end-user is inlbrnied of the violation (e.g.. 
copyrighi viohilion tor reproducing copyrighted material). 

^.3 The unaulhcM ized end-aser is informed of the terms and c<Midiiions 
lor legitimate reproduction and use of the protected web site material. 

5.3.1 The unauthori/ed end-user agrees io the terms and 
conditions for legitimate reproduction and use ol* the protected 
material. 

5.3.2 Vhc unautliorized end-user does not agree to the terms and 
conditions lor legitimate reproduction and u.se of the protected 
material, and legal remedies are pursued. 

Bnelly. the Web is a Client-Server service (i.e.. a service wherein a computer 
system or sener processes requests from .several client or end-user computers) that 
executes at the top of the Transmission Control Internet protocol ( TCIVIP) layers 100 as 
dlustraied in I'ig. 3. The pr()lt)col layers dictate the manner in which computers 
communicate with each other as described below. 1 he TCP1P layers are less complex 
than the .standard lOS model (i.e.. another standard layered protocol) and have become the 
worldwide .standard for communications anu>ng dinercni computer systems. Specillcally. 
the Internet IVotocoL Dalalink, and Physical layers 6(). 6X. 70 are associated with the 
physical transfer of data acro.ss different media, such as modem, dedicated Tl (i.e., a 
communication scheme for digital transmission) or l.AN (i.e.. local area network), and the 
manner in which the different media handshake or communicate. Transport layer 64 
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1 includes a I lypcricxt Transpim Pruiocol (HT I I*) iliat enables the Web lo request and send 

2 data from one computer to another, while Application level 62 includes a web browser 
(i-^*.. software that enables an end-user lo traverse the WebK such as Netscape. Mosaic. 

4 Internet iixplorer or other brow.ser, residing on the client (i.e.. end-user) system and a web 

5 server (i.e., software that enables the server lo process client requests) residing on the 

6 server system. .An end-user at a client system typically enters an internet address in the 

7 appropriate Held on a web browser w indow to request or visit a particular internet web site. 
S The entered address usually contains the prefix "blip" and is forwarded to an internet 
^> ser\ice. namely Domain Name Service (DNS), wherein the service stores the computer 

address of the computer, typically a server, containing the requested site. The request is 
1 I llit:n sent to the server residing at the computer address and containing the requested site 

12 wherein the server downloads the site to the end-user computer \ ia the Internet. The site 

1 is then displayed on the end-user computer screen using the client web browser. 

•4 The .structure of a web site is based on the standard tree structure utilized by most 

l'^ major and conventional computer operating systems. A typical hierarchical structure 72 

'^^ utilized in conventional computer operating sy.stems and denn^isirating the manner in 

I 7 which a majority of web sites are stored within those (operating systems is illustrated in I'ig. 

4. .A simple web site can cimsist of a single file, but generally a web site contains many 
1^-* l'tl*-*>^- Specillcally. structure 72 includes a top level or root node 74 having subordinate 

20 nodes 76 (web site). 78 (programs) and SO ([{-mail (i.e.. electronic mail)). Programs node 

21 78 includes programs (e.g.. common gatewa\- interface (('(il) scripts that reside on the 

22 .ser\er and are initiated by the web browser via u.ser input) utili/.ed by the web site to 
2?^ perform various functions, such as animation, while r>mail node 80 typicallv contains 
24 information relating to the transmission and reception of electronic mail. Web site node 
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76 lypiciilly includes a subordinaic mule pertaining lo a home page 82 wiiii links K. 
subsequent nodes or pages ofinlormation. such as company background 84. products 86 
and order Ibnns 88. These links are known as I lyperlinks and arc a pcnverlul utility of the 
Web enabling transference lo various web pages. The links als.) enable return Ironi 
company background, products, and order fonii pages 84. 86. 8X to the home page 82 (i.e.. 
commonK- reterred to as the index since ihe home page enables translerence lo particular 
locations in the web site, such as the company background, products and order form pages) 
such thai an end-user can easily restart traversal of Die u eb site .structure. I lyperlinks arc 
not liniiieu lo translerence ;uiiong locations w ithin one's ou n site, but can transfer an end- 
user to any other page residing on the Web. Hyperlinks aie similar to references and/or 

1 1 foomotes encountered in written works except that the reference is available without 

12 having to leave the main body of the work. In terms oi' the Internet, the web is the main 

13 body with web pages being references and/or footnotes, l urlher. a web site may have 

14 Hyperlinks lo other internet services, such as li-mail and file 'Iransfer Protocol (j-fP). 
TTP is typically utilized to transfer files and download .software. In addition, a web site 
may mcliidc forms where an end-user enters information on a form and the web site 
interacts with the end-user via a CCil .script described above or other programming 
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I he web site llles are written in accordance wilh a particular syntax that is central 

20 (0 the Web. namely the llypeilexl Markup Language (II I Ml,). IITMI. is a language 

2 1 constructed ol" text that has delimiter codes incorporiited into the language to represent a 

22 procedural call. These procedural calls indicate liie type of processing and/or arrangement 
2?^ for text, graphic and related objects that form the web site. In particular. I ITML utilizes 

24 less than (i.e.. •••:") and greater than (i.e.. " ") symbols as code delimiters with II TMI. 

25 insiruclions or tags placed between these two symbols (e.g.. UTI.T: ). A small exemplary 
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1 I ITML lilc sliowinu dil'lcrcnl types ol'tags iIkU inclicalc whether or not lext is body matter, 

2 a heading or a title is illustrated in l ig. 5. Other tags inelude links, and ealls to graphies. 

3 sound files and programs (e.g., CCil seripts). The tags enable the eopy proteetion system 

4 to identify various objects within a web site that may require proteetion. 

^'^^h sites typically include a plurality of various media types that are generally 

6 each individually eligible for copyright registration. These media types commonly take the 

7 form oi' works listed, by way ol'example only, in Table II below. Tor example, graphic 

5 works are considered io be pictorial with copyriiiiu registration generally being 
^) accomplished \ ia form V A, while text and tables are considered to be literary material with 

copyright registration generally being obtained via fomvTX. The various types of works 

1 1 shown in Table 11 are typically contained in files preferably having the designated file 

12 extensions (i.e.. NA indicates that there is no designated extension or an extension is not 

13 applicable). A web site typically includes software that can process the files to attain the 

14 desired effect (e.g., sound, picture, etc.). The various web site works described below ma\ 
*-*^i^'h have their own separate copyright registration dependent upon their commercial 

16 value. 
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TYPE OF WORK 


NAME 


FILE 
EXTENSION 


COPYRIGHT FORM 
FILING 


■^ 


Text. Tables 


HTML 


htm or html 


TX 


4 


Graphic 


GIF 


gif 


VA 




Phoiograph 


JPEG 


jpg or j peg 


VA 


6 


Audio 


Wave 


wav 


SR 


7 


Digital Music 


Midi 


mid 


PA 


8 


Audio Streaming 


Real Audio 


NA 


PA 


9 


Multimedia 


Shockwave 


NA 


PA 


10 


Program 


Java 


java 


TX 


1 1 


Program (Forms) 


CGI 


cgi 


TX 


12 


FTP (File Transfer) 


NA 


NA 


TX 


13 


Comnutcr Animation 


NA 


NA 


VA 



14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 



The copy protection system basically includes two phases that are performed in 
order to protect a web site. The first phase includes incorporating the web site into the 
copy protection system and providing site copying software to licensed end-users for 
facilitating reproduction of protected web site material. The second phase of the copy 
protection system enables only licensed end-users to access protected web site material. 
Initially, a web site for which protection is desired is configured in a certain manner to 
restrict access to particular web site components in accordance with web site owner 
preferences. Specifically, the copy protection system (i.e., via the site examination server 
software described above) performs an initial examination of the web site and identifies 
various web site components by media types or objects generally contained in Table 11, A 
subsequent inquir\* is pcrfomied for each component to obtain from the web site owner 
whether or not the component is to be protected, and the level of protection desired (e.g., 

SIIBSTIIIITESHEnPLE20) 



BNSDOCIO '.WO „ 9825373A2 I . > 



10 



wo 98/25373 l»CT/US97/21356 

IS 

1 llic component level or distance Iroin tlie root node vviiliin tiie web site hierareliieal 

2 structure requiring protection wherein subsec|uetu levels oC web site components coupled 

3 to the higher le\ ei protected component are also protected ). ( ienerall}', the web site owner 

4 visits the copy protection system web site via a web browser residing on the owner 
--^ computer system wherein the owner is prompted lor the address ol^ the web site requiring 

6 protection. The owner subsequently enters the I hiiiorm Resource I-ocator (I !RL. i.e., the 

7 web site internet address) for the web site into a dialog box or Ibrni to start the copy 
X protection process. The site examiiuition server soltware relriex es and examines the whole 

web site structure 72 (I'ig. 4) includiuL! lags I'ound in wvb site HTML iiles (Kig. 5) to 
identify various web site componenis. I'he I ITMl. tags may indicate media types of. and 
' ' usually indicate Hies containing, web site components (e.g., image Hies, sound files, etc.). 

12 .The file extensions of web site media files may also indicate medin types as described 

13 above, by way of example only, in Table II. Sub.sequently, a series of questions is 

14 presented to the web site owner in a dialog box. fomi or line prompts relating to inclusion 
1 > and exclusion of web site components for copy protection, l-or example, certain graphics 

^* ^ »-»l''iiy nature should be ignored and auU)maiica!l\ excluded from copv protection b\ 
1 7 the .system, such as bullets for bulleted lists and simple lines thai are used as dividers on 

1 ^ the screen. These utility graphics can be excluded ba.sed on either their si/e (e.g., number 

\'> of bytes and/or length and width) and/'or title. The site examination serwr software 

20 typically .sets a protection Hag (i.e.. " Protection Tag*' element of an IITMI. object data 

2 1 structure described below ) in order to indicate web site components that are to be protected 

22 and the level of protection desired, while seuing an ignore Hag (i.e., "Ignore Flau" element 

23 of an HTML object data structure described below) to bypass web site components that are 

24 lo he ignored. ITirlher. the site copying sofiware described abine is made available for 
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1 douiiloailing lo cnd-uscr compiiicr systems to enable eiui-useis conseiuini: to a license to 

2 copy protected web site material. 

^' site is configured and tlie copying solUvare is available tor 

4 downloading as described above, end-users may attempt to visit a protected site. Upttn 

5 ■ visiting a protecied site, the end-user is presented with terms and condi lit)ns lor accessing 

6 protected web site material and using llie site cop\ ing soflwarc. i'iie end-u.ser must agree 

7 to the terms and conditions prior to accessing ilio web site. I iowever. one of the major 
« problems with licensing soliwarc is a.scertaining the end-user's understanding ol the terms 

and conditions of the licen.sc. i he copy protection system, via the licensing soliware. 
assists the end-user with comprehending the license temis b\' .selectively displaying major 

1 1 license components with a clarifying explanation, and testing the end-user on licen.se 

1 2 subject matter. The end-user endures this licensing procedure since each protecied web 
I ^ site is liceased by substantially the .same terms, thereby requiring the procedure to only be 

14 performed once to visit any protecied site. The goal of the copy protection s> stem is lo 

15 ensure that end-u.sers carefully read the license and understand the license terms. The 

1 6 terms basically include the right to use the site c<)p> ing .sofiuare when the end-u.ser desires 

1 7 a local copy of web site material, however, tiie license terms must be upheld whether or 

not the end-user uses the sile copying software lo produce local copies. When the end-user 

desires local copies of protected web site material at a later date, the end-user simply 

20 returns to a protecied web site lo download the sile copying software as described below. 

21 

"i'-' *^^>Py pioleciion system (i.e.. via the .siie examination server .software) utilizes 
2." an overall data structure for ihe web site including a master list of I ITML lat-s or objecls 

24 encountered during examination of web site files, l-.ach I I I'MI . ohjeel incluiies a record 
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1 having a conipt)iK-nl indicaling vvhctlK-r or not (hat olijcct is to be proicclcci and llic level 

2 of" proiettion desired (i.e.. the "Pmtectioii lay" clement). The iri MI. object rurlher 
-■^ includes the t)biect media type and other related inlonnaiion ( e.g.. file location, iunore llau, 
4 creation date, modification dale, ownership, link.s. etc.). The 1 1 TMl. objecls essentialls 
? decompose a web site into its smaller componenls since each web site component may 

6 require a dirfereiit degree of protection, or no proieciion at all. Inirther. since large 

7 protected web site components nia>- usually be decomposed into protected and unprotected 
K web pages and/or Hies, a web site component that is an clement oCa larger protected web 

site component may be protected under the larger component protection and not need 
individual protection. Vov example, a newspaper may olTer a top level headline web page 
for free viewing, however, detailed stories may only be available to end-users that 

12 sub.scribe to the newspaper. In order for the end-user to maintain local copies of stories on 

1 3 the end-u.ser computer .system, ibc end-user requires specialized software, similar to the site 
copying software described above, to copy stories to the end-user computer system. 

Once an eml-u.ser is authorized to access protected web sites, the end-user computer 
system maintains a small l-lnd-User objecl (i.e.. a small record) within a cookie file 
17 associated with a web browser on the end-user computer system. The cookie file is 

typically a simple .'\SCI1 (lie a.s.si)ciated witii internet browsers that coi^' liiis end-user 
inlormatioii (i.e.. an Lind-User obiecl described below having the u.ser name and a code) 

20 wherein the lile can be read or written by the copy protection system soltware (e.g.. the site 

2 1 examination server software and the licensing s»)fiware as described 

22 below ) when the end-u.ser attempts to access a protected site. Typically, the cookie Hie is 

23 examined wiien an end-u.ser accesses a protected site to determine whether or not the end- 

24 user is entitled to access protected web site material. 1 f the code is not present within the 
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1 cookie file, the user is directed to obtain a cop> protection system license in order to 

: access protected web site material. The code is basically an encrypted key that is 

3 associated with the user name contained within the permission tables described above. 

4 In Object Oriented Programming (OOP), the data and data processing are stored 

5 as a single set ol" computer instructions. In other words, the data type and processing 

6 instructions are merged. This feature enables creation of Client-Server applications, such 

7 as the Web. The Gane/.Sarson web site data structure outline for the web site. I I TMl. and 

8 l ind-User objects is illustrated below. 

Web Site Ohi.vt 

HTML Object List 

II HTML Objects 

File Location 
Ignore Llag 
14 Types 
'5 Text 

Artwork 

Photograph 
I ^ Database 
1^ Link 

Program 

2* Java Applet 

A active 

--^^ Creation Dale 

2- ^ Modification Date 

Ownership 
-^^ Links (Internal) 

27 To 

28 From 
2^^ Protection Tag 

\'es/No 

Level 

^2 l:nd-lJscr Ohiect/Cookie File on l-nd-l iser's Svsiem 

33 Name 

3- + Code ( Fncrypted Key ) 

35 



A procedural How chart siiowing the operatioii of, and the manner in which a web 

36 sue IS protected by. the copy protection system is illustrated in F'igs. 6 - K). Specifically. 

37 a web site owner initially determines at step I that information on the owner's web site 

SUBSTITUTE SHEET (RULE 26) 
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requires protection. Fhe owner visits ilie copy protection system (CPS) web site at step 2 
via the owner computer system web browser wherein the owner is presented (e.g., via 
licensing software resident on the copy protection system server containing the system web 
site) with tenns for web site protection and conditions under which the copv protection 
system grants hcenses to end-users -or accessing a protected web site. When the owner 
agrees to the protection tenns and end-user licensing conditions at step 3. the site 
examination server sofiwai-e loads the owner web site files at step 4. and examines the tiles 
at step 5 to decompose the web site into its smaller components or ohjccls based on 1 f fML 
tags within web site files as described above. An object table containing entries for web 
site objects is constructed b\ the site examination ser\ er sofivvare at step 6 fn^m the web 
site examination, and preferably stored in computer memory or a commercially available 
or conventional database. The site examination server software may reside on the copy 
protection system server, a third party server containing the owner web site and licensing 
the site examination server soflwcue, or on the owner computer system in a client version. 
It is to be understood that the references to software performing functions as used herein 
actually refer to a computer system peribrming the functions under control of thai software. 

Once web site objects are identified, the site examination server software presents 
the owner with a series of inquiries to ascertain web site objects to be automatically 
excluded from protection or ignored as described above. 1 he web site objects are 
examined via tlie site examination server software and each object that has not been 
excluded (i.e., the "ignore l-lag" element of the HTMI, object data structure described 
above is not set) is presented to the owner in an object loop (i.e.. a series of computer 
instaictions that are repeated for each object) to ascertain whether or not protection for that 
object is desired. Specifically, the object loop determines at step 7 whether or not each 
object has been processed. When objects have not been processed, the next object is 

SUBSTiniTE SHEET (RULE 26) 
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1 rclricxcd and the owner dciei niincs al step .S wliclhcr or not ilic rciricxcd object requires 

2 protection. If the owner enters information (e.g.. via keyboard, mouse or any other 
conventional input device) indicating tliat the object does not require protection, the 

4 protection Hag (i.e.. the "I'roteclion Tag" element of the HTML object data .structure 

described above) is not set as indicated at step 9. However, il'tlie owner enters iniornuuion 

6 indicating that the object requires protection, the owner suKsequently enters the desired 

7 protection level (e.g.. the object level or di.stance from the root node within the ucb site 
hierarchical .structure requiring protection wherein subsequent levels ol' web site objects 
coupled to the higher level protected object are also protected) at step 10. and the 
protection Hag (i.e.. the "Protection lag" element of the HTML object data .structure 

1 1 described above) is set to indicate the level of protection required al step 1 1 . The web site 

1 2 owner is able to protect different portions of the web site based on the web site hierarchical 

13 structure (l-ig. 4) and the level of protection indicated for a particular web site object. 

1 4 After the protection status of tiie object has been designated, the next object is retriewd for 
' ^ processing at step 7. 

' ^' Referring to l-ig. 7. when the owner lias entered protection preferences for each web 

1 7 site object, an access (i.e.. peniiission) table indicating the protection status of each web 

1 5 site object is con.structed by site examination .server .software at step 1 2. and preferably 
i '> stored in a ci)mputer memory or commercially available or conventional databa.se. The 

20 web site objects are examined in a second object loop within the site examination server 

2 1 software in order to inspect the web site objects and modify corresponding web site files 

' 'lies) a.s.sociated with each protected object. Specilically. the second object 
2.3 loop detennines at step 1 3 whether or nol each web site object has been processed. When 

24 web site objects have not been processed, the next web site (»biect is retrieved and its 
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1 proicciiDn Hag (i.e.. ilic "Protcciion T:i|:" clcmcnl of ihc l ITiVII. ohjccl dala struclurc 

2 described above! e.vamined al step 14 io deiemiine whether ov noi the objeel is to be 

3 protected. IT the object requires protection, the corresponding portion of web site HTML 

4 files are modi lied by site examination server software at step i 6 to enable limited access 

5 to that web site object. In particular, the web site is modified by embeddinu a special lae 

6 or code within web site I HAIL files associated with the protected web site object. Lhe tai: 

7 ma> comprise any characters or symbols that do not conllici with existing I I TML taus or 
S commands. The special lag indicates to site examination .server software and site copyim: 
^> software particular objects that are protected, thereby controllinu access lo protected web 

site components. The special lags basically identify web site components within 1 ITML 
1 1 web site fdes that should not be sent to unlicensed end-user computer systems for display 

on end-user web brovv.sers or storage in the end-user computer system. If the web site 
1 3 object is not lo be protected, web site llles are not modified as indicated at step 1 .5. After 

••^ die t)bject is processed, the ne.xl object is retrieved for processing ai step 13. 

'-^ l^pon modifying web site files in accordance with web site object protection 

i ("i designations, the web site may handle access requests by end-users at step 4.v Specificallx , 

1 7 when an end-user visits a protected site via an end-user web browser, the site examination 

1 8 ser\er soitware determines at step 44 whether or not the end-user has previously \ isited 
1 ^> a protected site and obtained a license. This is automatically determined by examining the 
20 end-user cookie lile in the end-user web browser as illustrated in I* ig. 1 1 . The C{)okie file 

includes the end-user name and code as described above wherein the code indicates the 

22 presence of an end-iLser license. Specifically, the end-user visits a protected web site 73 

23 by requesting access via a web brow.ser 77 residing on the end-user computer system. li\ 
2*^ \^"^iy of example only, web site 73 resides on a third party server coniaining a licen.sed cop\ 
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1 ofsilc cxaniinali.)ii scncr sollwaiv. The site cxaininalion sci\cr soliwaic examines end- 

2 user c<.okie (lie 79 ami special tags withiti IITMl, web site liles bcinv? accessed. 
Siibseqiienily. the site examination ser\ er si>rtvvaie determines end-user access rights by 

4 inspecting the access (i.e.. peniiission) table associated with web site V.l in a local end-user 

databa.se Kl lor the encryption key or code contained in the cookie Hie wherein the 

6 exi.stence of the key in the daiaba.se indicates the presence of a license. The site 

7 examination .ser\er software ma\ alternatively consult the iiccess table lor web site 73 in 
« end-user database S.l residing on the cop\ protection .s> siem server containing a copy 

protection s> siem web site 75. I lowe%er. since database S 1 is local to the server containing 
site examination server software and web site 73. databa.se 81 prcn ides a faster overall 

1 1 access time than database 83. I he databases may be implemented by any conventional or 

12 commercially available databases. The presence of an end-user licen.se may also be 

13 indicated in varit)iis other manners, such as by use of a password, end-user naitie, 

1 4 informatii>n in a local file or other incorporated feature indicating the presence of a licen.se. 
I.-> I'urther. site examination server .software and web site 73 may reside on the copy 

16 protection .sy.stem server, or on the owner computer system and function in .substantially 

1 7 the .same manner described above to determine end-user access rights for protected web 

18 site maierial. 

'^^ Flclerring to I'ig. 8. when an end-u.ser visits a protected web site for the lirst time 

at step 1 7. the end-user is "linked" (i.e.. Iransfened) from the protected web site to the copy 
protection .system web site at step 21 where licensing software resident on the copy 
protection system server presents the end-user with licensing terms for access to the 

23 protected site al .step 23. .Mler viewing licensing terms, the end-user determines at step 24 

24 the manner in which to further view and execute liie propo.sed license aereement. I he end- 
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1 user UKiy execute the license as described belnw either on-line at step 1 8. or via fax. mail 

2 or telephone al steps 20. 22. 60, respectively. 

^ T^^* copy protection system obviates the problems of end-user comprehension of 

4 licenses described above via on-litie execution at step 18. Specilically. each license section 

^ IS typically presented to the end-user on a web page or form one section at a lime. Once 

6 each license section has been presented, a license agreement summary is displayed 

7 emphasizing major licen.se terms. Subsequently, a series of multiple choice questions 

8 relating to subject matter of ilie license is displayed lor the end-user to answer. The 
^) licensing process should endure for live to ten minutes and is illustrated in Fig. 12. 

Specifically, an overview page 45 is initially displayed and includes the procedure lor 

1 1 responding to questions, the complete agreement and a warning that failure to follow the 

12 procedure may cause the end-user to restart the licensing process. The warning further 
' ^^'-^^^^ questions relating to main points of the license must he answered correctlv in 
14 order to obtain a license. After the overview page, a lirsl license section 46 is displayed 
' roview. The end-user is prompted as to w hether or not the end-user understands that 

license section. If the end-user enters informati(Mi indicating that the end-user does not 
17 understand that section, a clarify page 50 is displayed containing supplemental infomiation 

about the license seciion. Subsequent liccn.se sections 47. 48. 49. and corresponding 
clarification pages 5 1 , 52. 5.> are respectively individually displayed for review by the end- 
i» substantially the same manner described above for license section 46 and clarily 

1 page 50. After each license section has been reviewed by the end-user, a summary page 

2 54 is displayed wherein the full license is summarized. A multiple choice test 55 is 

3 administered on-line for the end-user relating to subject matter of the license. The end- 

4 user's an.swers are entered and examined for correctness at step 56, wherein a relevant 
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1 claii lication payc 50. 5 1 . 52. 53 corrcspondiny lo tl,o license scclii.n ihat pcnains to an 

2 incorrectly answered question is respeclisely displayed. The end-user reviews license 

3 sections perlaininy to incorrectly answered questions and atlenipls to answer new questions 

4 presented in a niodilied lest at step 55 in substantially the same manner described above. 
II" the end-user answers the original or new questions correctly, a license is issued at step 

6 57 and the end-user is permitted ti> access and download the site copying .solUvare. A neu 

lest is generated for each end-user U) ensure that each end-user has an individual 

5 undersuinding of the agreement. The license may contain any nimiber of sections with 
corresponding clarilicalion pages and may be granted in substantially the same manner 
described above. When the end-user is uncertain about the licensing procedure, the end- 
user can contact the copy protection system provider by electronic mail. fax. telephone or 
mail. Further, each page displaying a license .section includes an electronic mail, chat (i.e.. 

1 3 on-line conversation), or audio visual ( AV) internet option to lacilitate contacting the copy 

14 protection system provider. 

' -"^ ' Kelerring back to big. 8. similar licen.se approval methods can be accomplished via 

1^1 lax at step 20. In particular, the test can be requested from a fax back telephone number 

1 7 and printed at an end-aser location. 1 he lest includes multiple choice questions wherein 

the end-user answers ihe questions on a form received with the lest. The form conlainini; 
end-user answers is returned to the copy protection sy.;lem center s ia fax where the test is 

20 aulomaticall>' graded using bar code and optical character rectignition (OCR ) scanners in 

2 1 conjunction with a computer .system containing bar code and ( )C'R .software. Altenialively. 

22 regular ground mail may be utilized at step 22 to correspond with the cop> protection 

23 system cenier. The copy protection system center generates a new lest for each end-user 
-•^ '«> ensure individual end-user understanding of the license. 
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1 Anoihcr icchniqiic iIku may be implcincnlcd to cxcciilc the license lUili/es 

2 leleplione coding on touch lone telephones al step 60. Specilleally, the end-user (Obtains 
-> the lest and text about the license in preprinted lorni. wherein the test is cusionn/ed such 
4 that the end-user cannot copy answers (nnu another source. Tlie end-user calls the cop\ 
> protection system center and is prompted to enter, via telephone keypad, a number 

6 corresptHiding to a type of license desired. The licen.se type and .serial number is typical I \ 

7 present on the copy protection system computer screen, and may be liiriher ascertained via 
X a screen printout. The serial number of the desired license is entered via the telephone 
^) keypad, and the end-user is prompted to answer questions from the test. 1 he end-u.ser 

enters answers to test questions via the telephone keypad wherein the test is automaiically 

1 1 graded as described above via a computer sysiem having a conventional device interpreting 

1 2 tones ( i.e., digits) entered by the end-user. The license is granted upon coiTcctly answering 
' ^" ^^^"^'i^^ questions wherein the end-user is given an access code for obviating the licensing 
14 procedure and accessing prt>iected web site material. This technique may alternatively be 
l> utilized for licensing .sol'iware and/or other equipment, registering equipment with a 
K) manuraclurer. or for licen.ses that are part ol an equipment purchase agreement, such as 
17 modems, mass storage devices or computer systems. I'urtlier. tiiis technique may be 

employed when the end-user is totally oll-line and a license is ret|uired lo access or 
download software on-line, or lo access et|uipmcnt. 
•^^^ Referring to Fig. when the end-user enters inlbrmation indicating that the cnd- 

21 user does not agree lo license terms at step 25, the site examination server .software 

22 examines the access (i.e., permission) table for the protected web site as described above 
2.') 10 uncover protected web site objects ti.e.. the "Protection Tag" element of the IITMl. 
24 object data structure is .set for protected objects) at step 2(>. II' the access table includes 
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iinprolcctcd web silc objccls. llic site examination server solhvare constructs a liniited 
permission table at step 29 and enables an end-user i„ access unprolecied objects at step 
31. However, if all web site objects within the access table are protected, then access b> 
the end-user is forbidden at step 27 and the web site visit is terminated. 

lipon the end-u.ser enleriny inlorinaiion indicating that the end-user agrees to 
license terms at step 2.5. the licensing software modifies the end-user cookie file at step 58 
( i.e.. the lile containing end-user infonnation associated with the end-u.ser internet br«)wser) 
X to contain the end-user object data structure with the end-u.ser access information (i.e.. 

') name and code) de.scriivd above. This file is utilized to determine whether or not an end- 

user possesses a license as described above. I lie end-user determines at step 2X whether 
or not to obtain local authorized copies of web siie material for storage on the end-user 
computer system. When the end-user desires to obtain local copies, the end-u.ser 
1 .1 downl.)ads (e.g.. the download is typically accomplished b\ selecting a download function 

1 4 from a web page) at step 30 the site copying solhvare to the end-user computer sy.siem. and 

1 > the end-u.ser is permitted to access the protected site at .step 32. 

' ^^P"" tlotemiining at step 44 ( fig. 7) that the end-u.ser lias visited a protected site 

1 7 (i.e.. the cookie llle is examined as described above ). the end-user determines at step 40 

1 8 whether or not to obtain local copies of protected web site material. I f the end-user desires 
1 y local copies o) protected web site material and determines at step 4 1 that the site copying 
20 software is not resident on the end-user computer system, the end-user downloads the site 

copying .software as described above to the end-user computer sy.stcm at sicp 42. After the 
site examinati»)n .ser\'er software determines liie end-u.scr posse.s.ses a license, the end-user 

23 is permitted to access the protected site at step 32. fbe end-u.ser may automate obtaining 

24 local copies of protected weh site material by indicating in the end-user browser that 
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1 material froiu a particular web site is to be copied auioniatically upon v isitinu lluit site a 

2 predetenuiiied number of times. The end-user browser is typically supplemented with a 
-> counter that maintains the number ol* times a site is visited. I he end-user sets a variable 
4 within the browser that indicates the number of visits required to automatically copy web 

site material from a particular site. When the counter reaches the number of visits 
indicated by the variable, the browser initiates the site copying software (e.u.. a pluu-in. 

7 stand-alone program or third party software) to automatically produce 1(K\i1 copies of web 

8 site niaterial. I hc copies are produced provided that the end-user is authorized or licensed 

make such copies. Alternatively, web site material may he copied upon end-user 
10 request. 

' ' Referring to Fig. 10. when a protected web site includes File fransler Protocol 

1 2 (FTP) services (i.e., services to download data and/or software), the end-user determines 

' ^l^T ^'"^ whether or not to download available data and/or software from the protected 

^^■'-^h ^il^*- It" the end-user does not desire to download data and/or software at an FT P site. 
' -"^ ^'i^' ^'i^'l i"^ terminated at step ». However, upon the end-user ilelerniining to download 

' and/or sol'tware, the site examination server software reminds the end-user of license 

17 copying terms al step 34. Further, the protected web site ma> include additional local 

terms and conditions for downloadini: data and/i^r software, such as terms related to 
purchase of files and .software. The local terms are typically displav ed to the end-user via 
software resident at the server containing the site. When no local terms e.xi.si at step .35. 
the end-user may download data and/or software at step 37 via F'fP services, and 
subsequently terminate the visit at step 3^). When the web site iticludes additional local 
terms, the end-user determines at step 36 whether or not lo agree to the additional local 
terms. If the end-u.ser enters information indicating that the end-user agrees to additional 
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1 U)cal icnns. data and/or software is downloaded at slop 37 \ ia 1*TI* scn iccs. and ihc visit 

2 is loriiiinaicd at step V): otherwise data and/or software is in)t downloaded as indicated at 

3 step 38. and the visit is terminated at step 39. 

4 The copy protection software (e.g.. ihc site examination server software, site 
> copying software and licensing .software) is implenienied in the X" programming language, 

6 however, the .software may be developed in any of a number of high or low level 

7 computing languages. Basically, the software includes independent, but related modules, 
K A Inst module, namely the site examination server software, examines the web site itself 

constructs a permission table in accordance with the web site owner's designation of 
protected web site components as described above. The site examination server software 

1 1 may resitle at the copy protection system server, a third party server (i.e.. a a hcensed copy 

12 ot the software) containing the protected web site, or on the web site owner computer 

13 system (e.g.. as a client version of the software). A second module, namelv the site 

14 copying .software, resides on the end-user computer system and functit>ns in conjunction 
I ^^'lli ih^^ site examination ser\'er software similar in relation to a cliem-.server application. 

The site examination server software constructs permission tables that are utilized by the 
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I 7 site copying .software to delemiine end-u.ser access rights to protected web site objects as 
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described above for l-ig. 2. The site copying software ma\- be implemented in various 
computer languages, such as 'C. '('• or .lava. A third module, namely the licensing 

20 .software, resides on the copy protection system server and grants licenses to end-tisers Ui 

21 access prtxecied web site material as described abo\e. 

" ' examination server .software examines the web site to a.scertain the web 

--^ ^i^^' structure (l-ig. 4) and identify web site components within web site files as described 

24 above. This task can be performed by high lev el programming languages, such as X" or 
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X H and other utility languages that arc oriented towards system manageinem 
inpiit/oiitpul tasks <e.g., Perl). Once all componetus or ohjccls arc ciicoumcrcd in a web 
site, the site examination ser\ er solhvare determines, with owner assistance as described 
above, web site objects requiring copy protection. This calls (or building a database or data 
structure that is well suited Ibr 'C or X computer languages. The site examinati(Mi 
scr\er software may ulili/e a data structure to store protection inibrmation and/or 
permission tables as described abo\e. or use a database wherein an obiect oriented 
programming i:uiguage includes calls to the database as part ofthe object declaration in the 
soflware (i.e.. the computer instructions representing the calls are merged with the data or 
structure type as described above ). Altematively, since other computer languages have the 
ability to make external database calls (e.g.. Perl), the site examination .server .software can 
be designed in a manner to function in conjunction with an external database, such as SQL, 
to store protection information and/or permission tables. Innnher. the site examination 
server .software may be designed in a manner to interface and be initiated from a Java 
program since Java is plattbmi independent, includes the capabilities described above, and 
is designed specincally for the Internet, it is to be understood that the copy protection 
software may be developed in any ofthe above described or other computer languages by 
one of ordinary skill in the art based on tlie functional description and data structures 
di.sclo.sed in die specification and llow charts illustrated in the drawings. 

It will be appreciated that the embodiments described above and illustrated in the 
drawings represent only a few of the many ways of implementing a web site copv 
protection system and method. 

The present invention is not to be limited to copy protection'of web sites, but mav 
be utilized for copy protection of various otiier works, preferably in computer readable 
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1 lornu in subslanlia!l> ihc same manner described above. l\n example, the system mav 

2 (e.g.. \ia software) e.\aniine conipuier readable Ibrnis of other works (e.y.. works 

3 associated with or stored in at least one computer file) and protect those works in 

4 substaniiaily the same manner described above. 

I he present invention may be implemented by an end-u.ser's computer system in 
combination with a web site owner computer system or an\ quantity of server or host 
7 ctimpuier systems residing on the web or in communication with the end-user s computer 

K system. The web site ouner. .server or host computer systems may perform the web site 

processinu und licensing as described abo\e. while the end-user may communicaie with 
the web site owner, server or host computer systems to download at)d utilize site copyine 
software through a web browser or other software residing on the end-user computer 

1 2 system as described above. The end-user essentially visits the protected web site and/or 

13 copy protection system via the web browser on the end-user's computer .system or 

14 communicates with the web site owner, server or host computer systems via modem or 
1 other conununication device, and initiates access andor the licensing procedure wherein 

16 access 10 protected web site components is restricted to licensed or auliiori/ed end-users. 

1 7 The server, host and other computer .systems may he implemented by any conventional or 

18 other processing systems having the capacity and storage to execute the copy protection 
1^) software (e.g., site examination server software, licensing software and site copying 
2{J soliware). The software (e.g., site examination server software, licensing software and site 

21 copying software) may be implemetUed in any suitable computer langtiage enablinu the 

22 copy protection system u> process the web site or other works and facilitate access and/or 
2.3 reproduction of that web site in substantially the same manner described above. 
24 Information ma\ be entered into the copy protection system via keyboard, mouse, voice 
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rccoiinilion, loucli screen or any other input device. I'lirllier, line prompts, clialo*: boxes 
and lonns may he airanged in an\' fashion and have any la\'oul ov eonfiuuraiion. Moreo\ er. 
any type of input mechanism may be utilized to retrieve information from an end-user, 
such as menus, windows or grapliical user interlaces ((HJI). The data structures, databases 
and tables may store and an*ange any infonnation in an>- manner, and may be implemented 
b\ any data or storage structures or storage devices capable of sU>ring information required 
for copy prt)teclion. 

The software logic or algorithms may be arranged in any manner capable of 
selectively enabling limited access lo protected components of weh sites or other works in 
computer readable form. The copy protection system may examine the web site or other 
works in any fashion capable of determining the structure of the work and the types of 
works of the work components. The site cop\'ing and other softwaie may he delivered to 
an end-user via any suitable medium, such as CD-ROM, diskette, downloaded from the 
h)ternet or a bulletin board (e.g.. via carrier signals) or other transfer mechanism. The 
sottware (e.g.. site examination server software. licensing software and site copving 
soltware) may be installed and executed on a computer system in any coineniional or other 
manner (e.g.. an install program, copying liles. entering an execute command), and mav 
be implemented to be compatible with any operating system, j-urther. the permissit)n 
tables may he arranged in an\ fashi(»n and may be implemented by any data or storage 
.structure or device. Moreover, the code indicating a licensed end-user may be any type of 
code or other indication ol*a license, while the protection !e\ el designation and other flags 
may be any number, code or other characters capable of indicating the desired level or 
status, i'he license indication may be implemented by storing any indication in any file or 
at any memory location, or by any other techniques, in additi{in. web site or other Hies 
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coiitainini: works iiuiy he modi lied in any nuimicr to indicate pioicctcd componoius. or 
separate liles. tables or other data storage stiiietures nia\ he iilili/.ed to indicate protection 
of work components. 

The license temis and any other inlomialion may be displayed to an end-user in an\ 
liishion wherein the license may include an> c|iiantit> ol clauses. The test or qui/, may he 
administered and graded in an\ lashion (e.g.. automated or manually) wherein the test ma\' 
include any type (e.g.. true/false, multiple choice, etc.) and any quantity ol" questions. A 
K license may he granted hy the copy protection .system hasetl on achie\ ement ol my desired 

test .score. Further, the copy protection system may enable an end-u.ser to take the test 
and/or review license terms in any sequence. 

rfom the loregt)ing description it will be appreciated that the invention makes 

12 available a novel web site copy protection s\siem and method wherein the s\stem 

13 selectively enables access and reproductiim of protected web sites or other works in 

14 computer readable form to licen.sed or authorized entl-users. 

Having described prelened embodiments of a new and improved web site cop\ 
i(> protection system and method, it is believed that other niodiiications. variations and 

17 changes will be suggested to those skilled in the an in view of the teachings set forth 

herein. It is therefore to he understood that all such variations, modifications and changes 
are believed to fall w ithin the .scope of the present in\ eniion as defined by the appended 
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WHAT IS C LAIM I S: 



1 1. A computer svsicni tor protecting a work in computer readable form IVotii 

2 unauthorized access and/or reproduction, said computer system comprising: 

3 input means for facilitating user entry of information associated with tlie work: 

4 examination means for retriev ing the work in computer readable fonn based on the 

5 entered information and examiniiig the work to identify individual work components 

6 contained within the work: 

7 work selection means ibr facilitating user selection of identified work components 

8 fi)r protection: 

licensing means for granting licenses to enable end-users to access and^'or reproduce 

U* work components selected for protection: 

1 1 permission means for storing authorized access information and information 

1 2 associated with a protection status for each work component, wherein the authorized access 

13 information relates to licenses granted by said licensing means: and 

14 access means Ibr determining, based on the authorized access information, the 

15 presence v>f a license granted by said hcensing means to an end-user and seleclivelv 

16 pemiiuing that end-user io access and/or reproduce work components in response lo said 

17 license determination and the protection status information stored in said permission 
I S means. 

I 2. The computer system of claim 1 wherein the work includes a web site. 

1 3. The computer s\ stem of claim 1 wherein said licensing means includes: 

2 license display means lor displaying license terms to an end-user: 
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^'^"''*>*inu means lor explaining license lenns displayed by said license display 

4 means in response to an indication that the end-user does not understand a displayed 

5 license temi: 

^^^'^ "^^^^^'^^^ administering a test having test questions to the end-user relating to 
7 license terms displayed by said license display means: and 

X license grant means for granting a license to enable the end-user to access and/or 

reproduce work componenis selected for proieclion in response to achieving a passing lest 
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l<* score associated with the test. 
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4. rhe computer system of claim 3 wherein: 
said test means includes: 

test question means lor administering lest questions to an end-user: 
answer receiving means ibr receiving answers lo the administered lest 
5 questions from the end-user; 

grading means for determining correctness oi' the received answers: 
^ answer explaining means ibr explaining a license term associated with each 

8 inconeclly answered test question detected by said grading means; 

modiiied test means for administering a modified test having modiCied test 
questions lo the end-user relating to license terms in response to the end-user achieving a 
' ' failing test score associated with the lest: and 

' ^ said license grant means includes: 

' modified grant means for granting a license to enable the end-user to access 

14 and/or reproduce work components selected for protection in response io achieving a 

1 passing test score associated with the modified test. 
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1 5. The computer system of claim I whcfein: 

2 said licensing means includes: 

code means Ibr associating a code with an end-user in response u> said 

4 licensing means granting that end-user a license: and 

5 said access means includes: 

verification means ior determining the presence ofa hcense granted by said 
7 licensing means to the end-user b\ verilying the code associated with the end-user against 

S the authorized access inlbrmation within said permission means [o enable the end-user lo 

access and/or reproduce work components selected lor protection in response io 
1 0 veriikalion of the code. 

1 6. The computer system of claim 1 wherein said access means includes: 

2 licensed access means ibr pemiiuing the end-user to access and/or reproduce work 
componcnis selected Ibr protection in response lo said detemiinalion that the end-user has 

4 been granted a license by said licensing means: and 

^ uidicensed access means for permiuing the end-user to access and /or reproduce 

^> ^>nly unprotected work components indicated by the protection status inl'ormation in 

7 response to said determination that tiie end-user has not been granted a license by said 

X licensing means. 

1 7. A program product apparatus having a computer readable medium with 

2 computer program logic recorded thereon for lacilitating protection ofa work in computer 
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readable form from unamliori/cd access and/or rcprodiiclioii. said program product 
4 apparatus comprising: 

input means for facilitating user entry of inlbnnation associated with the work; 
examinaiion nieans tor retrieving the work in computer readable lomi bused on the 

7 entered information and examining tlic work to identify individual work components 

8 contained within the work; 

selection means for facilitating user selection of identilied work components 
for protection: 

I I licensing means for granting licenses to enable end-users to :icccss and/or reproduce 

1 2 work components selected for protection; 

permission means for storing authorized access information and information 
14 associated with a protection status for each work component, wherein tlie authorized access 

information relates to licenses granted by said licensing means; and 

access means for determining, based on the authorized access information, the 

17 presence of a license granted by .said licensing means to an end-user and selectiveix 

1 8 permiuing that end-user to access and/or reproduce work c(>mp(nients in response lo said 

19 license determination and the pnnection status information stored in said permission 

20 means. 

I X. The apparatus of claim 7 wherein the work includes a web site. 

1 A computer data signal embodied in a can'ier wave and having computer 

2 program logic embedded therein lor facilitating protection of a work in computer readable 
form Irom unauthorized access and/or reproductit>n. said computer data siunal comprising: 
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4 input means for lacilitating user entry of inlormaiion associated with the work; 

5 examination means lor retrieving the work in computer readable lonn based on the 

6 entered information and examining the work to identity individual work components 

7 contained within the work; 

8 work selection means lor faeihtating user selection of ideniilied work components 
0 for protection; 

licensing n)eans lor granting licenses to enable end-users to access and/or reproduce 
1 1 work components selected lor protection; 

permission means lor storing aulhori/ed access inlormaiion and intbrmalion 
1 3 associated with a protection status for each work component, vviierein the authorized access 

1^ information relates to licenses granted by said licensing means; and 

access means for determining, based on the authori/ed access information, the 
16 presence of a license granted by said licensing means to an end-user and selectively 

'7 permitting that end-user to access and/or reproduce work components in response to said 

1^ license deiemiination and the protection status inlormaiion stored in said permission 

means. 



10. The computer data signal of claim 9 wherein the work includes a web site. 



1 1 1 . ./\ method lor protecting, \ ia a computer system, a work in computer readable 

2 fomi from unauthorized access and/or reproduction, said method comprising the steps of: 
^ (a) entering information associated with the work into the computer system; 

4 (b) retrieving the work in computer readable fonn, via the computer system, based 

5 on the entered information; 

i 

i 
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examining ihc work, via llic computer sysicm. to idcnliiy individual work 
7 components contained within the work: 

X (d) racilitaiinu user selection of identified work components lor proteeiion; 

granting licenses, via the computer system, to enable end-users to access and/or 
reproduce work components selected for protection: 

(I) storing, via the computer system, authorized access information and 
information associated with a protection status for each work component, wherein the 
' •^ authorized access iniormation relates lo granted licenses: 

14 (g) determining. \ ia the computer system based on liie authorized access 

15 information, the presence oi'a license granted to an end-user: and 

<l^* selectively permitting tlie end-user lo access and/or reproduce work 
17 components, via the computer system, in response to said license determination and the 

IS protection status infornialion. 

I 12. I he method of claim 1 I wherein the work includes a web site. 

1 l.V The method of claim I 1 wherein step (e) further includes: 

- (e. 1 ) displaying license terms to an end-user: 

■^^ I explaining license terms displa\ ed tt> the end user in respon.se U) an indication 

4 that the end-user does not understand a displayed license term: 

(e -^>l administering a lest having test questions to the end-user relating to license 
6 terms displayed to the end-user: and 
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7 (e.4) granting a license to enable the end-user to access and/or reproduce work 

X components selected (or protection in response to achieving a passing test score associated 

^> with the test. 

1 14. The method ofclaini 1 3 wherein: 

2 step (e..l ) further includes: 

(e.3. 1 ) administering lest questions to an end-user: 
4 (e.3.2) receiving answers to the administered lest questions IVom the end- 



user: 



^ (e.3. 3 ) determining correctness of the receiv ed answers; 

7 (e.3. 4) explaining a license term associated with each incorrectly answered 

8 test question; and 

^ {e.3. 5) administering a modified test hav ing modified test questions to the 

'^^ end-user relating to license terms in response to the end-user achieving a failing lest score 

1 1 associated with the lest; and 

12 step (e.4) further includes: 

' -^^ (e.4. 1 ) granting a license to enable the end-user to access and/or reproduce 

'•^ ^^^^rk components .selected for protection in response to achieving a passing test .score 

1 5 associated with the modified test. 

1 15. 1"he method of claiiii II wherein: 

2 step (e) further includes: 

-^^ Ce.t ) associating a code with an end-user in response to granting that end- 

4 user a license; and 
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slop (g) lurlhcr includes: 

(g-l ) dctcrmininti the presence of a license granted u> the end-user by 
7 verifying the code associated with the end-user against the aulhori/ed access inrornialion 

lo enable the end-user to access and/or reproduce work components selected for protection 



in response lo verilication of the code. 



16. The method ofclaim 1 1 wherein step (h) lurliier includes: 

(h. 1 ) pemiitiing the end-user to access and/or reproduce work components selected 

lor protection in response lo said deterniinati(Mi thai the end-user has been granted a 

license; and 

(h.2) permitling the end-user to access and/or reproduce only unprotected work 
components indicated by the protection status information in response to said 
determination that the end-user has not been uranted a license. 



6 



1 7. A method for facilitating proteclion of a work in computer readable form from 
unauthorized access and.-or reproduction, said method comprising the step of: 

(a) hirming a computer readable medium having computer program louic recorded 
thereon including input means for facilitating user entry of informalion associated w ith the 
work: examination means for retrieving tiie work in computer readable form based on the 
entered information and examining the work to identify individual work components 
contained within the work; work selection means lor I'acilitating user selection of identilled 
S work components for protection; licensing means for granting licen.ses to enable end-users 

to access and/or reproduce work components selected for protection; permission means 
lor storing authorized access informalion and infonnaiion associated with a proteclion 



() 
7 
S 

10 
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1 1 slaiiis for each work componciu. wherein llie nulliori/ed access inlbrnialion relates to 

1 2 licenses granled by said licensing means; and access means for determining, based on the 

13 authorized access inrormaiion. the presence oi a license granted by said licensing means 

14 to an end-usLT and selectively permitting that end-user to access and/or reproduce work 

I components in response to said license deierminaiit>n and the protection status inlormation 
l^> stored in said permission means. 

I I S. The method ol claim I 7 wherein the work includes a web site. 

1 1^). A method for lacililaling protection of a work in computer readable fomi from 

2 unauthorized access and/or reproduction, said method comprising the step of: 

^ forming a computer data signal embodied in a carrier wave and having 

4 computer program logic embedded therein including input means for facilitating user entry 
inlormation associated with the wt>rk: examination means {'or retrieving the work in 

6 computer readable I'orm based on the entered information and examining the work to 

7 idcniily individual work components contained within the work: work selection means for 

8 kicilitating user selection of identilled work coniponents for protection: licensing means 
^ lor granting licenses to enable end-users to access and/or reproduce work components 

10 selected for protection; permission means for storing authorized access information and 

I I information associated with a protection status for each work component, wherein the 

12 authorized access information relates to licenses granted by said licensing means: and 

13 access means for determining, based on the authorized access information, the presence 

14 ot a license granted by said licensing means to an end-user and selectively permitting that 
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I? ciid-uscr to access aiidA»r reproduce work components in response to said license 

1 6 dcterniinalion and the protection status information stored in said pennission means. 



20. Tlie nieth(»d ol claim I^) wijcrein tlie work includes a web site. 
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<HTML> 
<HEAD> 

<TITLE> IMAGE PROTECTION APPLET </TITLE> 

</HEAD> 

<BOOY> 

<CENTER> <hl> IMAGE PROTEaiONAPPLET</lil> </CENTER> 
<P> 

THE EXAMPLE BELOW SHOWS HOW THE IMAGE PROTECTION APPLET WORKS FOR 
IMAGES 

BEING IMPLEMENTED VIA MOST SECURE METHOD.NAMELY VIA 
AN APPLET. 

</p> 
<p> 

THE IMAGE IS STORED AND TRANSMITTED IN ENCRYPTED FORM, 
AND IF IT'S INTERCEPTED.WILL HAVE TO BE DECODED. SPECIAL 
PROVISIONS ARE MADE TO PROVIDE (C) NOTICE AND CORRESPONDING 
WARNINGS IN THE BODY OF THE IMAGE. 

</p> 
<p> 

ONLY THE APPLET DOWNLOADED FROM THE SERVERS CAN DECODE 
IMAGE AND SHOW IT APPROPRIATELY. WHENEVER USER MOVES TO THE 
IMAGE AREA AND/OR CLICKS THERE. HE'LL RECEIVE EXPLICIT (C) 
NOTICE IN HIS/HER BROWSER WINDOW. 

</p> 
<P> 

THE APPLET TAKES WIDTH/HEIGHT OF THE IMAGE. BACKGROUND COLOR 
AND (C) MESSAGE. IMAGES CAN BE ALIGNED IN FULL ACCORDANCE 
WITH APPLET ALIGNMENT TAGS ETC. 

</p> 

< APPLET CODE = "CIMAGE.CUSS" WIDTH = 100 HEIGHT= 100 > 
< PARAM NAME = IMAGENAME VALUE = TEST.GIF > 

< PARAM NAME = WIDTH VALU E = 1 00 > 

< PARAM NAME = HEIGHT VALUE = 100 > 

<PARAM NAME=CNOTICE VALUE = "THIS IMAGE IS (C) BY "> 

<PARAM NAME = BGCOLOR VALUE = FFFFFF> 

</APPLET> 

</BODY> 

</HTML> 

FIG.5 
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